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Exclusive insights for your card protection.

While you enjoy a seamless journey of a revolutionary banking era, it is crucial to prioritise the security of your debit cards, shielding your
financial information and assets from potential threats. Here are some essential steps you can take to enhance the security of your cards.

EE% Keep Your Cards Secure:

» Always keep your cardsin a secure location, such as a wallet or purse, and do not leave them lying around.
» Do not share your card details, PIN, or security code with anyone you do not trust.

»  Use your debit card for contact-less transactions and avoid sharing your debit card physically.

@ Memorize Your PIN:

» Memorize your Personal Identification Number (PIN) and avoid writing it down or sharing it with anyone.

Be Cautious with Card Information:

» Bediscreet when entering your PIN at ATMs and point-of-sale terminals to prevent others from seeingit.

» Keep changing your card PIN periodically.

@ Regularly Check Your Statements:

»  Review your Account Statements regularly for unauthorized or suspicious transactions. Report any discrepancies to Mashreqimmediately.

Secure Online Shopping:

»  Only shop on secure websites with "https://"in the URL and a padlock iconin the address bar.

» Use strong, unique passwords for online accounts associated with your cards.

ﬁl Protect Your Personal Information:

» Be cautious about sharing personal information, such as your identification number (Emirates ID, Passport number), online and offline.

» Shred or securely dispose of financial documents and statements before discarding them.

% Beware of Phishing Scams:

» Bewary of unsolicited emails, phone calls, or messages asking for your card information. Scammers olen use phishing tactics to trick individuals.

ﬁ Use Secure Wi-FiNetworks:

»  Avoid making card transactions or accessing sensitive information on public Wi-Fi networks. Use a secure and private network whenever possible.

Report Lost or Stolen Cards Immediately:

» If your cardislost or stolen, please login to the MashreqMobile App & block your card through ‘Block & Replace'.

@ Keep Contact Information Updated:

»  Ensure that your bank or cardissuer has your current contact information so they can reach you quickly in case of suspicious activity.

By following these steps, you can significantly reduce the risk of debit and Credit Card fraud and better protect your financial assets.
Always stay vigilant and proactive in monitoring your accounts for any signs of unauthorized activity.

MashreqNEO is part of Mashregbank PSC a Bank that is regulated by the Central Bank of the United Arab Emirates.
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